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1.Click the Exhibit button and view both exhibits.
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wersion 5.20, Release 3111

u

syzname HFP

n

doman default enable system
i

telnet zerver enable

#

port-zecunity enable

portal trap server-dawn

#

oap management-4p 1921680101 slot 0
#

wilan counliy-code IS

#

wlan 1

#

wlan 2

#

domain system
accesshmit dsable
stale aclive

idle-cut disabie
gel[-ser\:ic&ul dizable

dhep server ip-pool 0

network, 192,168, 0.0 mask 295 255 2550
gateway-list 192.168,0.200

option 43 hex 0070000 O1COA800 60

#

dhep server ip-paol 1
network 152.168.1.0 mask 256,256 2550
gateway-list 192.1681.200

opbon 43 hex 80070000 01CG4800 60

i

user-group system
#

local-uzer admin
el
authoization-athibute level 3
;ervicevl}lue telnet

wlan nim

dat! 1a mandatorerate § 12 24

dotl1a supported-ate 9 18 36 48 54

datl 1b mandatary-rate 1 2

dall1b supported-ate 5.511

dall1g mandatorrale 1 25511

dot11g supported-tate § 512 18 24 36 48 54
; éuadﬂwwns,e.smwn_s

wian service-template 1 crypta
stid HP_Openaccess

bnd WLAN-ESS O
cipher-suite thip

security-ie rzn
service-terplate enable

interface NULLO
#

inteiface Viarintertace 1
ip addiess 192.166.0.100 255.255.256.0
#

inteiface Vianinterface2
ip addiezz 192 1681 100 255 255 2550
#

interface GigabitE themet1/01
part link-type tunk,

port trunk. permit vlan all

#

inteiface WLAN-ES50

port link-Aype hpbrid

port ybisd vlan 1 untagged

poit-zecurily porl-mods psk

port-security bkey-type 11key

port-securily preshared-key pass-phrase simple
Ay+G BaFPsulFxREE g EWN TR KT

u

widan ap AP1 model WAZB20E -AGN
seriakid 2198014041 9099600467
radio 1

zervice-template 1
radio 2

service-template 1

radio enable

widan ap AFZ model WAZEZ0E AGH
zerial-id 219201 ADALI0GSG 00452
radio 1

service-template 1
radio
servicertemplate 1
radio enable

H

wdan ap AP3 model 'WAZE20E AGH
zerialid 219901 ADALINOIG 00463
1adio 1

service-template 1
tadio 2

service-template 1
nradc\ enabie

wian ap AP4 model Wa2E20E -AGN
seriakid 2158014061 30396004564
radio 1

service template 1
radio 2

zanvice-template 1
#rado enabls

wian ap APS model WA 2E20E -AGN
seriakid 213801404 3039600465
tadio 1

s bl T
radio
service-template 1
radio enable

#

dhcp ensble

#

ip route-staic 0.0.0000.0.0.0 192, 168.0.200
lenad wml-canfiguration

#

userinteiace aux 0
userintedace viy 0 4
authentication-mode scheme
uger privilege level 3

H

Tetum
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A university media course uses an auditorium that seats 400 students. Students are experiencing slow
network performance, and some clients are having difficulty connecting to the wireless network. The IT
staff installed wireless access points (APs) over a year ago. Previous classes, consisting of 200 students
had no problems. Based on the exhibits, what is a solution to optimize performance for all students?

A. Enable radio 1 on all APs.

B. Add service-templatel to all 2.4Ghz radios.

C. Remove service-templatel from all 5Ghz radios.

D. Set cipher-suite to ccmp for service-templatel.

Answer: A

2.Click the Exhibit button and view both exhibits.
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Client Capabhilities: 70% 802 11n (dual-band) capable, 30% a/b/g only

HPO0-Y39 learning quiz, HP0-Y39 exam brain dumps, HPO0-Y39 training materials
https://www.actual4ddump.com/HP/HPO-Y 39-actualtests-dumps.html



https://www.actual4dump.com/HP/HP0-Y39-actualtests-dumps.html

Renowned HP0-Y39 Learning Quiz display the most useful Exam Brain Dumps - Actual4dump

Ewhibit 2 - Actve controller

#
verzion 5.20, Releass 3111
#

sysname HP

I:tle.n'muin default erable syelem

‘:ahet server enable

#purt-sscl.n‘ily enable

,:Ju(tal trap server-down

‘toap managamentip 192 162.0.101 zlot 0
,:\.llan county-code US

flm 1

#

wlan 2

#

damiain spsten
accesslimit dzable
state actve

idle-cut dizable
éelf-setvicewl dizable

dhcp server ippool 0

nigtveaik 152.168.0.0 mask 255 255 255.0
gateway-ist 192.168.0 200

‘?Dtim 43 hex 80070000 01COA200 60

dhep server iprpoel 1

netwark 192.168.1.0 mask 255 255 255.0
gatevayist 192.168.1.200

;lDtiun 43 hew 0070000 07 COAB00 60

uger-aroup system
4

localuser admin

pasaword simple admin
authorization-atiribute level 3
service-type lelnet

#

wlarrrm

dot11a mandataryrate £ 12 24

dat11 s supported-rate 918 38 48 54

dot11 b mandatory-rate 1 2

dot11h supported-rate 5.5 11

dot11 g mandatoryrate 1 25511

dot11g supported-rate 691218 24 36 4854
load-balance session 5

#

wilan service-template 1 crypho
zsid HP_Dpenaccess

bind WLAN-ESS O
cipher-suite comp

secuUkHe rsn
zervice-template enable

#
intedace MULLO
#

intertace Vian-nterface
ip address 192 168.0.100 255 25525510
H#

interface Vian-intelaces
ti‘p address 192.1681.100 255.255.255.0

interface GigabtEthemet1 /01
port link-type tunk,
port tunk, permit vian all

interface WLAN-ESS0

part link-type bybaid

port bybeid sdan 1 untagged

port-secuniy port-mode psk

port-security tekepiype 11kay

port-zecurty preshared-key pass-phraze simple
AyrGBlgFPeulF«RIBKGVEWNTERT

H

wilan 2p AP modsl WAZEZ0E-AGN
serial-id 2198014041 3099G 00461
radia 1

service-template 1

radio enable

radio 2

service-termplate 1

charnel &

mas-posver 10

racio enable

wilan ap APZ model WAZE20E AGN
serial-id 219801404 3093600462
radio 1

senvice-template 1

radic enable

radia 2

service-template 1

charnel 1

mas-power 10

radio enable

I
dhep enable
#

ip route-static 00.0.0 0.0.00 152.168.0.200
Ioad wml-configuration

#

ugerinterlace aux 0

uzer-interface vy 0 4

autherfication-mode scheme
user privikege level 2
#

return
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A university media course uses an auditorium that seats 400 students. Wireless access points (APs) are
installed to provide access to the school's video servers. All clients show maximum signal strength, but
some students are experiencing frequent interruptions of video playback. Based on the exhibits, what is a
solution to optimize network throughput for all students.?

A. setting maximum power on radio 1 on all APs

B. setting mandatory data rates for 802.11ato 12

C. changing the channel on radio 2 of AP5 to channel 6

D. lowering the RTS threshold on all radios

Answer: C

3.Click the Exhibit button and view both exhibits.
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Client Capabhilities: 70% 802 11n (dual-band) capable, 30% a/b/g only

A university media course uses an auditorium that seats 400 students. Wireless access points (APS) are
installed to provide access to the school's video servers. Some students are experiencing frequent
interruptions to video playback while others have no issues. Based on the exhibits, what is a solution to
optimize performance for all students?

A. Set all radios to maximum power.

B. Set all APs to the same channel.

C. Enable load balancing of clients across APs.

D. Increase the beacon interval.

Answer: C

4 Click the Exhibit button and view both exhibits.
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A university media course uses an auditorium that seats 400 students. Wireless access points (APs) are
installed to provide access to the school's video servers. Students running 802.11n clients are not seeing
optimal bandwidth connection data rates. Based on the exhibits, what is a solution to optimize 802.11n
data rates?

A. Disable High Throughput (HT mode) on all radios.

B. Disable RTS/CTS capability on non-802.11n client NICs.

C. Configure Band Steering mode on radio 1 on all APs and radio 2 on AP3 and APS5.

D. Configure Greenfield mode on radiol on all APs and radio 2 on AP3 and APS5.

Answer: D

5.Click the Exhibit button.
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Client Capabilities: 70% B802.11n (dual-band) capable, 30% a/b/g only

A customer is experiencing network performance issues with their wireless network. The customer
decides to take corrective actions on their wireless active controller. Based on the exhibit, what will
happen on the wireless network if the customer sent a 1200 byte packet from a wireless client associated
to essid HP_Openaccess? (Select two.)

A. The wireless packet will be fragmented.

B. The wireless packet will trigger RTS/CTS frames to be sent.

C. The wireless packet will not be fragmented.

D. The wireless packet will not trigger RTS/CTS frames to be sent.

E. The access point will send more Beacon frames than if the default configuration had been left
unchanged.

Answer: A,B

6.RF Manager has determined that a Rogue access point (AP) must be quarantined. The only sensor
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within range is listed as busy. What happens?

A. RF Manager reclassifies the new Rogue AP as banned so that it cannot connect on the wired side.

B. RF Manager specifies that a quarantine is pending for the new Rogue AP until the sensor is no longer
busy.

C. The sensor stops quarantining one of the currently quarantined devices and starts quarantining the
new Rogue AP.

D. The sensor splits its time between blocking the currently quarantined devices and the new Rogue AP.
Answer: B

7.What is the risk of applying intrusion prevention to an access point (AP) listed as Indeterminate?

A. RF Manager cannot determine whether the AP follows your Authorized WLAN policy. You might
guarantine your own AP, which could frustrate users.

B. RF Manager has classified the AP as Indeterminate because you authorized it manually, but it does not
follow your Authorized WLAN policy.

Quarantining your own AP could frustrate users.

C. RF Manager has classified the AP as Indeterminate because its signal is so low. Sensors will make
themselves busy in quarantining an AP that is probably too far away to be a risk.

D. RF Manager cannot determine whether the AP is connected to your system. You might quarantine
another company's AP, which is illegal.

Answer: D

8.You set your country of operation and then apply the default Sensor Configuration Template settings to
all sensors in RF Manager. How do your sensors handle channels that cannot be used legally in your
country?

A. The sensors scan these channels and detect threats, but they do not take action against the threats.
B. The sensors scan these channels, detect threats, and take the action you have specified against any
detected threats.

C. The sensors scan these channels and prevent any authorized access points or clients from operating
on these channels.

D. The sensors do not scan these channels for threats.

Answer: A

9.Click the Exhibit button and view the three exhibits.
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Template for an Authorized 802.11 S5ID il x|

&] Create a configuration template for an Authorized 802.11 SS5ID. 1'

Add an authorized SSID for this location, For this SSI0, you can specify detailed configuration
template below, & new AP or an existing Authorized AP detected at this location with this SSID,

will be comipared againsL his SSI0 lenplale Lo deleriine iF L is rogoe o mis-configured,

rCreate SSID Template-

Authorized SSID ICornpanv 5
[T This iz a Guest SSID. what is this?
Template Name |Company Z Canfig

¥ 2pply this SSID termplate at current location

Cescription |
Network Protocol | rAuthentication Framework | rEncrypton Protocols -
& any O Select " any Select © any * Select
[T s0z2.41a [E so211b [T psk [~ wEP4D ™ TEIP

| ¥ g0z.11g ¥ =s02.1% (EAR) || T wep14 W ccmp

- Security Settings rCisco MFP {802.11w)—— AP Capabhilities - 1 Authentication Types
 any % selsct @ any 7 Select EI ® any O Select @ any O Select
W =o0z.11i [ open [F Turbo [T reAR [T eap-TTLS
I wea @ Cisco MFP Enabled [T superac [ eap-Tis  [7 EAP-FAsT
I~ wee € Cisco MFP Disabled [T oraft 502,110 [| [E Leap [T eap-sim
Allowed NMetworks- . rAllowed AP ¥endors

If an AP with the abave SSID is discavered, it will | If an AP with the above SSID is discovered at this

| be declared as a rogue unless it is connecked to | location, it will be declared as a rogue unless itis

| one of the following networks, | made by one of the following vendors,

[ € any @ Select Netwarks & any 7 Select Yendors
10.1.20,0/24 [T zwire 3
10.1.10.0/24 |

2 [T zcom

10.1.30.0/24
[T sbacorm

|_ Accton

I aee LI |
Sava | Cancel I
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Intrusion Prevention Policy | Intrusion Prevention Level| =

Enable Intrusion Prevention against the following threats at this location. For detailed description, click Ii‘

| Rogue APs
[¥ AFs categorized as Rogue
I Uncategarized APs that are connected to the network
[¥ Uncategorized APs that are Potentially Rogue
[T Uncategorized &Ps that are Potentially Authorized
[ Uncategorized Indeterminate APs
[T Banned APs
: Mis-configured APs
[T APs categorized as Authorized whose configuration is not compliant with the Authorized WLAN Setup
Client Mis-association
¥ Authorized Client connection to Authorized APs with Guest S5IDs
[ authorized Client connection to APs categorized as External
[ authorized Client connection to Uncategorized APs that are not connectad to the network
[T Authorized Client connection to Uncategorized APs that are Potentially External
[ Authorized Client connection to Uncategorized APs that are Indeterminate
‘ Unauwthorized Associations
[T Unauthorized Client connection to APs catsgorized as Authorized (excluding Guest APs)
¥ Uncategorized Client connection to APs categorized as Authorized (excluding Guest 4Ps)

[¥ Banned Client connection ta APs categorized as Authaorized or Rogue
and Uncategorized APs that are Indeterminate or connected to the network

[T Banred Client connection to &Ps categorized as Authorized

Ad hoc Connections

[T Authorized Clients participating in any ad hoc netwark
MAC Spoofing

[T APs spoofing the MAC address of any AP categorized as Authorized
| Honeypot/Evil Twin APs

[T Authorized Client connection to Honeypot/Evil Twin APs
Denial of Service(DoS) Attacks

[ Any device launching a Denizl of Service (DoS) attack on the network
WEP Vulnerabilities

[ Authorized AP under active WEP key cracking attack

[ authorized Client with RF Signature Anomaly connecting to Authorized AP

(= BEE

Lacafimne
W2 Uriznamn
@ Hospiel

Lpecify the policies for your WLAN ssbtup. m

This sereen allaws you e spesly the details of the Sithanzed Wi-Fisatun & ths aeatan, The systam Lsas s infarmasinn
to avtornatically detmct the prsssrcs of sy Mis-configursd or Hogue 2Fs an yoor network, Vou can spscy the cscaus
wireless settines used For ruery arharized S50 anc the wiesd nemwnrs)tn wboh the AFs with shoss =210 saeuld
wunime APs conparbed Lo e qrong paberi cey puss sgnibeank secue Gy riske. The oolicss delosd on s somean sllos
the syshemrm to sorrackly olacsify the SR st bhiz loosticn

€ Thizis & Mo Wi-Filessticn. [He Zuthovizad 0-51 APz are inctalisd st this lossticn)
R allasean gl Lhis location (Spacife P detels of Sublocizsd -5 APy Dalogs]

- Specify Authorized 55105 Sclect Mo WI-F Networks | Rsst based Classification |

|

Falark the netaccis stthie location Hhat see nct allowss bo heve sny W

i AFs cornecked toothem . IF a0 AP st taic locetion

* Local Pulicies 1& canneatec ta g Toa WFT nakwark, b will b trestad s arogue AR cven F it matches an Autharizad S50 lemplate
S winless Polictes applicd xehia Janaban The *He 'Wi-F " nabeeck szlacticn ot a lacabiar takes prosadencs aver an SEL0 tmmplee applind oz
taat lozaticn
[B aushorized wian setup
Hg Oporating Dalicias i\._dt'.":r s Monzersd by bhe Systsm - | F H _t_v.-:rk:s ak khiz Luc.e':_iurl =
1012000724 Lo, aize

B aF autu-classifcstion

E} Chant auo-dacsificatien : s ————
JE O P Rdd

- eerosion aresention | =
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R Feent settings
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RF Manager and its sensors have detected an association between an Uncategorized Client and an
access point (AP) that uses these settings:

SSID = Company C

Security = WPA2 with CCMP and 802.1X

The AP is detected while passing the client traffic on VLAN 20 (10.1.20.0/24). WiFi is permitted at this
location. The exhibits show the Authorized SSID Template, other Authorized WLAN Policy settings, and
the Intrusion Prevention Policy for the location.

What does RF Manager have its sensors do?

A. quarantine the AP only

B. quarantine the client only

C. take no action against either device

D. quarantine both the AP and the client

Answer: A

10.What are the requirements for deploying a sensor that is discovered by RF Manager with zero
configuration? (Select two.)

A. The sensor must operate in network detector (ND) mode.

B. The sensor must be installed on the same VLAN as RF Manager.

C. The network must be set up to assign the sensor IP settings through DHCP.

D. The DNS server must map the WiFi-security-server to the RF Manager IP address.

E. RF Manager and the sensor must both be at their default IP settings.

Answer: C,D

11.What is a potential risk of enabling the RSSI-based classification feature in an Authorized WLAN
policy?

A. RF Manager must rely exclusively on RSSI to detect the locations of harmful devices, instead of
drawing on the findings of network detectors. This might make the prediction less accurate.

B. Sensors might decide that they should not take action against a potentially harmful device because its
RSSI is low and the device might still be a risk.

C. RF Manager might classify your own access points (APs) as Rogue APs because their transmit power
is too high and take action against them.

D. RF Manager might classify legitimate access points (APs) owned by nearby companies as Rogue APs
and take action against them.

Answer: D

12.Which action does RF Manager take to quarantine a client?

A. It instructs the client's access point to place the client's traffic in a quarantine VLAN.

B. It instructs a sensor to send a forced disassociation message to the client's access point (AP) so that
the AP forces the client to disconnect.

C. ltinstructs a sensor to send frames to interfere with the frames sent by the quarantined client.

D. It adds the client's MAC address to the access point's MAC lockout list, thereby blocking the client's
traffic.

Answer: C
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13.By default, which roles do the RF Manager and its sensors perform in detecting Rogue access points
(APs)?

A. Sensors monitor wireless transmissions and RF Manager monitors wired transmissions. They combine
the data to find APs that use your SSIDs but are not on your network.

B. Sensors monitor wireless transmissions and RF Manager monitors wired transmissions. They combine
the data to find unauthorized APs on your network.

C. Sensors monitor wired and wireless transmissions so RF Manager can find unauthorized APs
connected to your wired network.

D. Sensors detect APs that use your SSIDs but are not on your Authorized AP list.

Answer: C

14.1n sensor only (SO) mode, what does an HP sensor monitor?

A. It monitors only one untagged VLAN as well as wireless signals.
B. It monitors wireless signals, but does not monitor VLANS.

C. It monitors multiple VLANSs as well as wireless signals.

D. It monitors multiple VLANS, but does not monitor wireless signals.
Answer: A

15.A customer reports the performance of their HP A-WA2620E access point (AP) is inadequate. While
investigating the report, you determine that the AP is functioning in MIMO 3x2 mode instead of MIMO 3x3
as desired. What is one possible cause of this problem?

A. The AP is powered using 802.3af PoE.

B. The AP is configured to use a 40Mhz channel bandwidth.

C. The AP is not implementing the local switching feature.

D. The AP is powered using 802.3at PoE.

Answer: A
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